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COMPANY SNAPSHOT 

URL:  www.inbaytech.com 

Industry:  Cybersecurity 

Segment:  Identity & Access Management 

   Passwordless Authentication 

 

Solution Offering:  idQ® Enterprise 

Target Market:  B2B, Enterprise 

 

Founded:  2009 

IP Portfolio:  22 Patents Granted 

       US – 15 | Canada - 7  

Headcount:  14  

Headquarters:  Ottawa, Canada 

 

Leadership Team: 

Shane Young President & CEO 

Brian Kronick CFO 

Dobrila Moogk VP, Marketing 

Lamin Sisay Director, Biz Dev 

Charley DeSchiffart Director, CX 

John Marshall Principal Architect 

Denis Plante Director, DevOps 

Dr. Yang Hong             Crypto Researcher 

 

Stage:  Commercialization 

             Product / Market Fit 

 
 

INBAY SOLVES THE DIGITAL IDENTITY PROBLEM 

The world is facing a growing digital identity crisis as companies and individuals increasingly rely on 

seamless access to cloud-based apps and services—anywhere, any time, and on any device. 

Traditional username/password authentication methods are unwieldy and highly vulnerable to security 

breaches. Newer techniques, such as multi-factor authentication (MFA) and challenge-signature 

authentication (CSA) methods, improve security but are still vulnerable to hacking and sacrifice 

convenience. 

inBay’s distributed, network-based, zero-key authentication system, marketed under the idQ® 

Enterprise brand, solves the digital identity problem by enabling the creation of a digital identity that 

can’t be stolen, because there’s nothing to steal. The Company’s patented idQ technology replaces 

stored cryptographic keys with ephemeral signing keys (aka “Zero Key”), thereby eliminating the final 

technological hurdle for a truly secure authentication system. 

idQ® AUTHENTICATION: NO STORED SECRETS 

inBay’s idQ Enterprise Digital Identity Platform solves the fundamental authentication paradox of 

delivering security without sacrificing ease of use: 

• True ‘passwordless’ authentication: No stored private keys (aka no stored secrets) 

• Eliminates major security vulnerabilities: Keylogging, MITM, replay attacks, etc. 

• Enterprise-class/web-scalable: Unlimited users, devices and apps/services with single sign-on 

• Provider-agnostic cloud platform: AWS, Google, Microsoft Azure 

• Data localization ready: Comply with data residency regulations (e.g., GDPR) 

• Supports major identity federation protocols: SAML, OpenID Connect, OAuth, WS-Fed 

After downloading the idQ® Access app and completing a simple, 1-minute registration process, a user 

simply needs to provide their personal identifier, such as a fingerprint, as local user input to 

automatically calculate an ephemeral signing key to answer a QR code-based authentication 

challenge and thereby gain access to their apps and services. 

A state-of-the-art, enterprise-class, 

web-scale, ultra-high availability, 

self-healing, auto-scaling, cloud-

based digital identity platform. 

http://www.inbaytech.com/
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EXPLOSIVE MARKET GROWTH 

The global cybersecurity market is estimated to grow to over $200 billion by 2021. According to Gartner, by 2022, 60% of large enterprises and 90% of 
midsize enterprises will implement passwordless methods in more than 50% of use cases. This is up from fewer than 5% today. With cloud-based security 
services projected to reach close to $9 billion by 2020, this innovation-driven market is poised for explosive growth. 

INDUSTRY LEADING CUSTOMERS AND PARTNERS 

In 2016, inBay launched its proof-of-concept, cloud-based digital identity platform, validating its core authentication technology with several early adopter 
customers and partners. The production platform was launched in 2017 after securing its first major customer in the Government of Canada. 2018 marked 
the commercial launch of idQ Enterprise, in concert with signing its first official enterprise customer. The Company is currently engaged with key 
customers, including large government, HR/payroll, and healthcare organizations, and expects robust growth in customer deployments in 2019, leading to 
a strong revenue ramp in 2020. The Company also has strategic partnerships with several leading cloud-based service providers including Box, 
ForgeRock, and Citrix. 

FROM H2M TO M2M: IT’S STILL ALL ABOUT TRUST  

In the digital world, whether it’s a person or a machine, the fundamental problem is still the same—being able to trust that I am who I say I am. While 
people increasingly work and play in a world of that requires billions of human-to-machine (H2M) authentications per day, inBay has its sights set on an 
exponentially bigger use case where trillions of machine-to-machine (M2M) authentications per hour will be the norm. At the center of this exciting new 
world of ‘Smart Things, Smart Vehicles and Smart Cities’ will be inBay’s trust-enabling idQ authentication technology. 

idQ® ENTERPRISE BUILDING BLOCKS 

• User Access: An idQ Access app is provisioned on the user’s endpoint device (e.g., a smartphone) and forms the first level of the idQ multi-level 
cryptographic authentication system 

• Cloud Platform: A scalable, ultra-high availability cloud-based backend that forms the second level of the idQ multi-level authentication system 
• Connectors: Connectors facilitate the fast and easy connection of the idQ system to virtually all modern cloud-based applications and services 

Embodying the notion of Trust as a Service, inBay’s subscription-based (zero CAPEX), passwordless authentication service was designed from the 
ground up to meet the demanding needs of the enterprise market in terms of deployability, scalability and adaptability. This represents a whole new era of 
authentication security to prevent identity theft and unauthorized access to enterprise and cloud applications. 

DISTINCT COMPETITIVE ADVANTAGE 

inBay’s next-generation authentication platform goes beyond passwords, 2FA or biometric solutions thanks to its proprietary, network-based, zero-key 
cryptographic authentication platform where only the correct combination of user and device information will result in a successful authentication. idQ® 
Enterprise is truly passwordless and eliminates the use of stored signing keys, providing unparalleled security and a completely frictionless experience for 
users. inBay believes its proprietary approach to authentication and authorization is unique and provides a significant competitive advantage in the market. 
A strong patent portfolio protects its innovative technology and competitive edge. 

STRONG IP PORTFOLIO: 22 PATENTS GRANTED 

• Patented Zero-Key Authentication technology – nothing to steal 

• Patented out of band authentication – nothing to see 

• Proprietary Trust Relationship Algorithm – I am who I say I am 
 

 


